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Android DexX{4i#2-CSDNEZE

DEX3 {4748

+ARDEXX {4+

Dex (Dalvik Executable) X2 Android RAEMAIHITXERT, BTFEH#E Dalvik
REIAAEE ART (Android Runtime) fEBEHITHF T8, ERMH cass Java wmIEXMHE
T o« 5 oz TEEMESHEERM.

Dex X{H#HIAR

Java WL (JVM) ETF4%, i Android A1 (Dalvik/ART) BEFHFR. BETFF
BNLNEERRANIESE, ALEE—1FETF JVM Class XHBIFER. bk, &
B cass XHEHB—D do XEEHTHEERE. BLTR, MTEEBR/NXXMHE
RHREEBEITIINE,

v =L

JVM
JVM&EJava Virtual Machine®9f&@#R, BElJavaEZiitl, EXAFEE—EHEHR, &
Xz EA A LETTJavatizFo

BITXH . cass X, BN JavaRX G RIREEESER — 1N cass XHo

JavaX I mFREEMJIVMF T, NCIESHIFREMNCHESAE, CH
FARUCRIES T EEEREA £, BRJavamFERNFHIEIEJIVM LR, F
ERJIVMIBFTIEEIRRANEES.

HITIRI. FRNIVMERBRSERZFRITF TR, NTRAME, RAIVMEE
AJITHRFESR, EWTAENIITNER, BRAND GIBERITIAGE) EiEiTi

ENSRIFRAMAN R, EEHRITEIZTGTIESE, RARARE.

&M BT fETRRFRERTERERIRF, ES MRS HHRKRERERD
B BlE0, MUEIE<S edd SMIRTIGEHRNEE, HNEERERERMKIN, X

MigitIEEBA, ZTRAEFE,.



https://source.android.com/docs/core/runtime/dex-format?hl=zh-cn
http://xrefandroid.com/
https://www.52pojie.cn/forum.php?mod=viewthread&tid=1994664&highlight=DEX%CE%C4%BC%FE%BD%E1%B9%B9
https://blog.csdn.net/Misdirection_XG/article/details/125007679?ops_request_misc=%257B%2522request%255Fid%2522%253A%25222c29b3d4d5b547e98d5d1620af5e348b%2522%252C%2522scm%2522%253A%252220140713.130102334..%2522%257D&request_id=2c29b3d4d5b547e98d5d1620af5e348b&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~all~top_click~default-4-125007679-null-null.142^v102^pc_search_result_base5&utm_term=dex&spm=1018.2226.3001.4187
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WERATXNVMAERFRAZ LREBR T RKELMUNER, MME T JavalBET &k
o

DVM
DVMZEDalvik Virtual MachineBJ{&i#R, EAndroid4.4X L GIfERBEN, FrE
Androidf2FERIZITIEANdroid R HIZH, S MHEHERNE— 1 Dalvik EZ AN SLH,

JVMAIDVMEM R 7 W W REEHEIR, HMREE, ReMFEEERIIREK
FEEHE

{BZDVMAIREEMIVM— e EIZIT{TJavaFETiE, BEREEE{T.dexX i, MmiX
N.dexXHNERJavaF 1 ig@E i AndroidAdx TEE B s

MITXHF: dex (Dalvik Executable) X4, X2DVM5JVMREZENX 5.
Android¥ a2 T A (ux |/ a8) EFAEJavalRIRGEM cass XHEHITHE, §H.
%, REER—NHILD dex X

. BT HFR. EMCPUES N ENTFR, BSERBFXESES. BETF
FRNESEEREIETHRINIESEERE. ERE, THERRIEMENESHE

7]
o

fgn: HE a-n-co
e JVM (1‘&) iloadb , iloadc , iadd , istore a (4%?5’/‘7\)0
e« DVM (%ﬁ%&) add-inta, b, c (1%?5%)0

HITIER . DVMRYIR— 1 AfRRESE, THEBRBEHRIT o FTHE. MAndroid 2.2
(Froyo) FF88, DVMSINTJIITHRIE, ZENAETR SRS, BRASRABREIERZ

HIN23E5, LUIRBIEITERE,

HIZER . S Android M AIETERIZIAMLiInuxi#iER, BEMHERETE— MG
IMIDVMEE, XiBH T NAENRENRZ M.

ART

ARTR27EAndroid 4.4 (KitKat) FYERSRIOMINEESIN, FM Android 5.0 (Lollipop)
FaEDVMAFTIEITITIFIR, ARTIEE TDVMEIFEREBRERX (NFEA e X
%), EMRRETHITA.

AIEIR T Dalvik BN S TEAPPHT BT EiE1T.dex X, MXNEXND, e
JITHEHE (Just In Time), XM ESHERBSIAPPEI R . dex XX IR 2855,
XS T APPEEHIERF L,

MART AN A MEIF A4S I IAOT (ahead of time), X MFMERTIUEREAPK
HIBHEE dex 3R B A AT B3R HARTEEIANE R BIN2863, ARTEIMWLIE . dex X
BRI HIEEiT . 0at XX, MEARTEIMNKEZIFZdex, FRLLARTEIMLAT
MR AIRFAPPHY S BEhEE,

o TEDVMH, RIFLEEEBITE (JIT),
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o TARTH, RIFRETEMARER, HREIRE EREAPKE, ARTHIA
(dex2oat) %:{%APKEF'E"J .dex ?Tﬂhﬁgﬁﬁéﬁﬁﬁtzkiﬂ*nﬁﬁg: EEE .oat Yﬁzo

o fe:
o MEEKIBIRFA: HTEEWRITAMAIEN, WABHRENZTEERZS
FRAFMITHIDVM,

o INFEREMK: BRTIEITHRARREMNJIITRIZERCPUFH,

BR 7 XNMLRSM, ARTIERRFA T GCEE, RMINEEE2EMDebughst. EIFEA
AHIALEREILL cex FTBARTZ. FIUFEERKIREN BMERBFEES S
Fo

o #Ei#t: REIEBITH (JIT + AOT)

BF4EAOTHIER S, MANdroid 7.0 (Nougat) 784, ARTSIANT —FfREH#E,
SEETITHAOTHIM S

1. IRRE: MARERE, FHITEENAOTHIF. ARTERER—IHERE
BRMIT Ao

2. BE{ISR: AN, —NITHEFESSFRIE, oMaTHNRARAE, Hi%
PINER (BEFERHAR) FHEER.

3. EAHmIE: HIEETHEREBEN, ARTRIRIBJITHENSHEE, RAMHRS
REDHITAOTHRIE, FEERNBMBIAHZR6D,

A. [FEHETT. TREBITNAN, EIFFHNARAEERDAEEIETT, FRR
REIBRERARRERIT,

Dex> {4 an{al 4 pk
Java/Kotlin ;EfXE3 —4RiFE~> .class Xk —& 3. itk~> .dex X

i i =
| DexGenerationDemo.java 2025/9/1717:11 java file 4 KB

') JiaoBen.iml 2025/7/21 17:06 IML 3745 1KB

1. 45i¥ Java X637 .class X {¥

javac DexGenerationDemo.java

XRERZ D class Xt (FE. RELMERX),
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=1 o= )] E5i) P\

[) DexGenerationDemo$1.class 2025/9/47 17:40 CLACC T 1n

@ C\Windows\System32\cmd.e X + v

['] DexGenerationDemo$Demolnterface.class 2025/9/47 17:40

['] DexGenerationDemo$InnerClass.class 2025/9/47 17:40

[ DexGenerationDemo.class 2025/9/47 17:40

[ DexGenerationDemo java 2025/9/17 17:11 iaoBen> javac DexGenerationDemo. java
[ JiaoBen.iml 2025/7/21 17:06 « -=0Ben

2. (Ef dx TRER DEX XF (855 )

# X EIAndroid SDKRERdx T EERZE# @E AT SANDROID_HOME/build-tools/<v
ersion>/dx
dx --dex --output=classes.dx.dex *.class

\ Vi wd LA i sl ope)

_install\sdk\sdk\android-sdk-windows\build-tools\29.0.2\dx.bat --dex --outp
ut=com/pediy/test/HelloWorld.dex com/pediy/test/Main.class
AR e ih l- ‘an ~1 1

diy\test\HelloWorld.dex
Help
= q ERe L Ef »onom 2

Workspac

Inspector
Type

3.16M d8 TR4ER DEX XX (IMEA )

# X EIAndroid SDKRIEYd8 T ELE&1E# BE (T SANDROID_HOME/build-tools/<
version>/d8
d8 *class --output .



= s N E oA 1 -, - N N
om. android 8. internal. 1v. a(R8_8. 10.9-dev_f905a40d39f4d794ae8b29cac7aabl7845d8afd626bb44dccded

[ classes.dex
o seCommand$Builder. build(R8_8. 10. 9-dev_f905a40d39f4d794ae8b29cacT7aabl784¢ 16
] DexGenerationDemo$1.class

[ DexGenerationDemo$Demolnterface.class .
internal

[™) DexGenerationDemo$InnerClass.class ‘ om. android. . r8. internal. W v_fe *4d794ae8 c 626bb44dccde
D DexGenerationDemo.class om. android. tools. 8. internal. Cf0. error (R8_8. 10,9-dev_f905a40d39f4d794ae Jac7aab17845d8afd626bb44d

[*) DexGenerationDemo java

om. android. tools. r8. utils. i$a. 3. 10. 9-dev_f905a40d39f4d794ae8b29cac7aab17845d8afd626bb44dcc4e5b8

[ JiaoBen.iml
om. android. tools. r8. BaseComman ilder. e (R8_8. 10. 9-dev_f905a40d39f4d794a E >Taab17845d8af« bt

om. android. tools. r8. BaseCommand$Builder. a (R8_8. 10. 9-dev_f905a40d39f4d794ae8 >Taab17845d8afd626bt
16)
om. android. tools. r8. BaseCommand$Builder. addProgramFiles 8. 10. 9-dev_f905a40d39f

>Taabl

om. android. tools. r8. BaseCommand$Builder. addProgramFiles (R8_8. 10. 9-dev_{905a40d39f4d794ae8b29cacTaabl
38 67cac3: 1)
. android. tools. r8. q. a(R8_8. 10. 9-dev_{905a40d39f4d794ac 9cacTaabl17845d8afd626bb44dcc4e5b8898367

som. android. tools. r8. D8Command. pars 3_8. 10. 9-dev_f905a40d39f4d794ae8b29cac7aabl7845d8afd626bb4ddecd

4 more

CIRCULAR REEERENCE. iava nio fi NoSuchEileExcention: 2 tionDema clas
aoBe i Gl d ' M\d8 s ——output .
aoBert 1

File Edit Select Find View Format Scripts Templates Debug Project Tools Window Help
R EfgmfF YXEEODC SEBS> 3

64 65 78 OA 30 33 35 00 40 83 97 81 07 CA C6 70 ex.035.@f— . Efp
88 8E 1D AO E4 B1 B8 o
00 70 00 78 12 00 00
00 94 00 49 00 00 00
00 94 00 00 00
00 70 00 15 00

00 00 00
00 00
00 00 00
00 00
00 00

FERiFEER smailftis
¢ RimEEFHsmaliCdw

https://source_android.ccm;’docs{corg.iuntime,:‘instruction-formats?hl =zh-cn
https://source.android.com/docs/corefruntime/dex-format?hl=zh-cn

& HbR R

odex(5.05|A\). oat(elf, €2 o0dexN%). vdex(8.05|\)
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PL@OOVDOO0R|Jde» QR HID

?OLw
D BasicAnalyzer index package
BaseInfo package DexGenerationDemo; ‘
Certificate import java.lang.Object;
AL1APTs import java.lang.String;
N import java.lang.System;
BB import java.io.PrintStream; t
AppStrings import java.lang.StringBuilder;
AllUris
AndroidManifest public class DexGenerationDemo  // class@@@0@@4 from classes.dex
{
MalScan private String instanceField;
P @ Resources public int publicField;
13 DexClass private static final String TAG = “DexDemo";
. private static final int VERSION = 1;
ve D"‘“l”.”?:‘:)"ne"‘? private static int staticCounter;
@ <clinit>():void
@ <init>():void static {
© <init>(String):void . DexGenerationDemo.staticCounter = ©; ¥ Cross-reference(X)
() createAnonymous() :DexGeneration public void DexGenerationDemo(){ =4 Comment (C)
@ genericMethod(Object):Object super();
@ getInstanceField():String DexGenerationDemo.staticCounter = DexGenerationDemo.staticCounter + 1; Refresh
@ getstaticCounter():int , this.instanceField = “Default”; £ Smalilava (F5)
@) main(String[]):void public void DexGenerationDemo(String p@){ “€ Data-Flow (A
@ processValue(int):void super(); ata-Flow
) @ DexGenerationDemo$1 , CEREIBELEALN O (LB ch Call-Graph
» © DexGenerationDemosDemolnterface public static int getStaticCounter(){ & Class-Graph
P © DexGenerationDemo$InnerClass return DexGenerationDemo.staticCounter; v Try-Catch
)

public static void main(String[] p@){ 4
System.out.println("DEX Generation Demo Started"); 2 Show Line Num
DexGenerationDemo uDexGenerati = new DexGenerationDemo("Test");
uDexGenerati.processvalue(5);

Merged Mode

P . . @ Ssimilarity
System.out.println(“Generic result: “"+uDexGenerati.genericMethod("Hello DEX"));

System.out.println("Inner field: "+new DexGenerationDemo$InnerClass("Inner”).getInnerField()); & Save Current D
uDexGenerati.createAnonymous (). interfaceMethod(); «a >ave Current Dex
System.out.println(“Static counter: "+DexGenerationDemo.getStaticCounter()); [@ Search in Page(CTR+F)

System.out.println("DEX Generation Demo Completed");

public DexGenerationDemoSDemoInterface createAnonymous(){
return new DexGenerationDemo$1(this);

public Object zenericMethod(Obiect p@){

MFTE

KD

5# Method Zoom [P@©518-00001c]
.class public LDexGenerationDemo;
.method public <init>(Ljava/lang/String;)V # method@eeoee7

# insnsSize 6 (16-bit)
.registers 2 # [ v@ vl ]
.prologue

|@@8e: invoke-direct{v@}, LDexGenerationDemo;-><init>()V

|@eee3: iput-object , LDexGenerationDemo;->instanceField:Ljava/lang/String;
|eees: return-void

.end method

Dex X{FRIB A4

DEXX Ry EiiEes

1. X R NEBEIE2E (Primitive Data Types)
XEEZ A DEX XHZ#HFILEHWNER, BTEMEKE. RBE. R5|FETE

= /%\ o

hiEEE K

ubyte

oy

iR BIF /A&
XHBHE—ED (0 dex )
FREKE. MNRITHHEFER

REANEE, BTFFEREEE
(offsets). K/ (sizes). &5l
(indexes). CRC #4&F1%, I

| string_ids_size , string_ids_off

TS KER E® (SHA-). KEEEER

Rl
ot
I
dio
b

i
di0
il
ot
i

x
x

ushort

N
4
ot

uint 4

s
ot
o
e
di0
i
fr

ulong 8

it
ot
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ghiEses K U /A&

BHS Little BT REEMEETSER. TEA
sleb128 1-5F% Endian Base F dex XFRIEBRY class_data_item £
128 1, FHFER. AENRSIEES.

RATEEMEELTSENR. ARIFER
521 1. string_data_item HRY FHFRKE
2. class_data_item FRRYERES/SLHFER
WM. BEH%E

3. encoded_field 1 encoded_method HA
NFE/HEERS 4. BAIAER

TS LEB128 A TFEMEAERSHENIENFEX, EA
B0 1 F debug_info_item

5 Little
uleb128 1-5FT Endian Base
128

uleb128p1 1-5=F%

1.dex T RAERAE
u te_t=>FT 1 FHAIEF S4

uleb128. sleb128 fil uleb128p1

=
TR, —REM 32 HA IR BRMIE. T0, —RaERRNBHES TSR, £ 2 WHBEETHA A NRET - TR ENSR, Riat 48, ERFEETERAK. BR, TS
W, TR TSR ER, TRRE, BEita.
Android ] Dalvik EERI#LH , #HER T uleb128 (Unsigned Little Endian Base 128) . uleb128p1 ( Unsigned Little Endian Base 128 Plus 1) #1 sleb128 {Signed Little Endian Base 128) 4TSS (& LA e B mINE (&
Dalvik B4 1 B BRI = RAosR T s2 GBI .

B, BIBEEE uebl2s FREELOE. ETREE, BREMNAE, TRFHEE. Dahik £ readUnsignedileb12s FESEEHIER— 1 uleb128 ZRIHIEME ({LA{ITF dalvik\libdex\Leb128.h F1)

DEXE AL
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LEB128

LEB128 (“Little-Endian Base 128") FMISBASHAMSEHIITERKERD. 28 ELT DWARFS #iE. &
.dex {4, LEB128 (AT 32 At TR,

5/ LEB128 RIS(EHMR 1-5 NFRER, HEFT— 2 UiE. 8N FRHEREERERIN (FFFHEE—
FERI, HESERNUEER) . S0MFUHRR 7 h#HE, IS FHhE 7T REER, F- FhHt
BT, I, MFERS LEB128 (sleb128), FHIFRE—MFOHNESEIEHFURIETHAST R, LIEMNR
#{E, ERASHER (uleb128) T, (HIRBHFTAIESHAFES 0.

W15 LEB128 {BRNHRIUE

H— At

1 bitg bitg bity bity bity bitq bitg 2] bitq3 bitqp bitqq bityg bitg bitg k
TR uleb128p1 TR —IERNSE, HENERRE/A uleb128 FIEM 1, XEE -1 FIR EHMATHS

B exffffffff) MA—TRFT (EREEMRMRE)  HFREIZRSE FEXLEER FMERER: RRiEEeR
FAFABE 1 (8 exfFEFffff) ;| FAATHEUEMRE @ErATEZSEERRANESFSE) .

AT RixEtay—Lm i

HRISES As sleb128 As uleb128 As uleb128p1
00 0 0 -1
01 1 1 0]



DEX INLINE int readUnsignedLebl2§ (const ul** pStream) {
const ul* ptr = *pStream;

int result = *(ptr++):

if (result > ) I |
int cur = *(ptri+t);
result = (result & £}y | {((cur & c7L)y << 7});
if (cur > 7Yy {
cur = *(ptr++);
result |= (cur & Ox7I) <<
if {cur > £y {
cur = % (ptr++};
result |= (cur & 1L} <<
if {cur > Ox7E) {
cur = *(ptr++):

result |= cur << 2

*pStream = ptr;

retorn result;

v (ISR
INLINE int readUnsignedLeb128(const u1** pStream)
o INLINE . 7R, BERE stticinine , FATERINRFSIGRBABKREI, R,
o constul*pstream | FEAF TR AV
o R[CHEZMFIEERY i RBRIEE
const u1* ptr = *pStream;

o MIENRYIESTHENH HETRE I E,

int result = *(ptr++);
o BERE—FT, HEEEFENDNBRER.
o o RNEIEEHBEBH—F.

if (result > 0x7F) {

LEB128 REAEMRIBAN, SMFNRAM 7 UEFMEdE, &= (bit7) 5
HRERATRENL -

DEXE AL
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7F

I HEX 7F
DEC 127
ocT 177

BIN 01111111

QWORD Ms

o HEIE—INFTHRSMUESEN 1 (BIREART 0x7F), WRZE, HEALEREL
F o

int cur = *(ptr++);
result = (result & Ox7F) | ((cur & OX7F) << 7);

o EENEZNFW cur, HRBEM 7 UAEB 7 1, SZANEREH
o X—HEBENFTRIR 7 IIERNT 7 (UBHEREIER T,

o IEFHNSEREERRSEC, AXERHEERI7Tbit. ARG EBEINNE
5 _EERY7bitAB N,

if (cur > Ox7F) {
cur = *(ptr++);
result |= (cur & Ox7F) << 14;

s MEEANFTHESULE 1, BEFNE=1FT, HEER 7 A% 14 I
PHERIERF,

if (cur > Ox7F) {
cur = *(ptr++);
result |= (cur & Ox7F) << 21;

o [FIE, HEIFMENDFT, £ 21 UL

if (cur > Ox7F) {
cur = *(ptr++);
result |= cur << 28;

o BEHMERNTFT, HRBHEENFRHAR 28 Utk
o A EE: XE o RBERR7 I, MEBNTFDHSE5EE,
o XAJRESEMFSHT REE, FN n BHAFSHEE,

® pStream = ptr;

return result;

o EHMEANBEHE, B F—PRENNFT,
o R[OIEEEREE,

2. Java 1t 5T RYEIENAR ISR (Descriptor Types)
a) BB ARFF (Primitive Descriptors)



DEX X{HERBRNFRIHRERT Java BERE,

FH Java 5!
Vv void

VA boolean

B byte

S short

C char

I int

J long

F float

D double

b) 51 FAZRIHRTT (Reference Descriptors)

- Ea BF aX

Lpackage/name/ClassName; Ljava/lang/String; SR
[ [I, [Ljava/lang/Object; #XZHISEY
c) 75i%3RFF (Method Prototypes)

HEWRTTEX T HARREIRBENSHIIR. ©HIESANSHERETIRNEENED
HKEYLARL.

AR R

void main(String[] args) ([Ljava/lang/String;)V
String toString() ()Ljava/lang/String;
int add(int a, int b) (n1

DEX 4B ALt E

Dex XHHBIIRITIFEIETT, ER—TXH% (Header) MZ1EH&K (Lookup
Tables/Offsets) LUIMSERRIVEIEXEM. HizdBREEIRSIFIHREHE, SARE
WHEMEREHIE, BOXHER,

DEXE AL
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@ Dex Header /C—-—-—-‘-—

String 2313
’ :IEI\{Z'S-Q-I:I:I:*@ Type F3lE

Proto &5|%&
Field =3|3%&

¢ BNMXRFIER Method |5

Class EEXF*
3
@ Map 5

EiEX

¢ H=x:
FRIEBZRES]: header->{Ri%->FRABR(F T REEE- > ULEB128 #String)
FKBIRZS|: header->{wig->1Bid MRERES | FREER
TiERERERS :header-> Ri%- > EHREAHE- > BT REIXEE,. S81F
577 35|: header->{R#E- > EHAEE- > FRIT[FRETEFEZE. KB, 8F|%
J3iEFRES|: header->{wig- > EIAEIAE- > BT [5ENFTEE. RE. &8F%
KEN: header->{R¥E->EHIAEA - > BT [T EOFTESR. RE. BFIF
HIEX: ~HE
MapXi&: header->{R¥g- > EHIREA- > FRIT[R M IRSTHRAVEIHRRS . A/NZE

— MR Dex XA AT LAAEINT

12
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Header
string_ids
type ids
proto_ids
field_ids e
metrods _ids

class_defs

data

I map_item:
magic ubyte[8] type
checksum uint unused
signature ubyte[20] size
file_size uint offset
header_size uint
endian_tag uint

uint
uint HEADER ITEM
uint SLRING
uint

Type Codes:

uint
uint
uint
uint
uint
uint
uint
uint
uint
uint
uint

link_data uint

Er R
Dex Header

String Table
String Data

Type Table
Proto Table
Field Table
Method Table

Class Def
Table

Class Data

Code Area

Link Data

5Pl
Xk, BEBRIXHNTER. B, ERURHEHIERNREZEENR.
FHBRER, FHEABTAEAINFRRNREERET.

FHBRMER, SREEFHEAS (L UTF-8 3 MUTF-8 18xU77fE,
oo ER)o

KR, FHFAERMERTT (30 Ljava/lang/String;) MEREZES,
FERRER, EEAZENEREERS (REIEENSHIIR) .

FERR, FHEPMEFENEX FIEZE. X8, &),

FiER, EEFIEAZENEX FIE#. RE. B),

FKENR, EEENFAEE (KR, HRGRE. BE F0O. TR LX8ER
#%%E)o

FEHIBEX, EEENAGKII, SEFS/IHFE. BAEEELERER
g, XEAMERARUBRESBEEMH, MEN T HEUZTERA LEB128 fHiZRIE
K&,

KBX, EEAENAEGRFTHEIES (Dalvik I598E) UKIESHEIHEIEL
*E (yu%ﬁ'ﬁg%% %\ try_catCh 1%/%\\ ﬁﬁt{%_l%\%)o

BHEMIER, ATSHEHENSE, @EARNREFFH Dex XHAHER.

RNIEREDEX S



SZ{$EL (Header) LJ EFEFS|E (proto_ids) ‘ ‘ FEE5|E (field_ids) ‘ ‘ 73i#E5|K (method_ids) ‘ ‘ MBI (map_Llist)

—

contains contains T contains
‘ FHBRS|X (string_ids) ‘ ‘ HAET|E (type_ids) ‘ ‘ ZEMESIE (class_defs) ‘
| J \
points to points to points to
‘ FRBSIER (string_data) ‘ ‘ HEHIER (class_data_item) ‘

points to

{LH2I0 (code_item)

/*

495 * Structure representing a DEX file.

496 *

497 * Code should regard DexFile as opaque, using the API calls provided he
re

498 * to access specific structures.

499 */

500 struct DexFile {

501 /* directly-mapped "opt" header */

502  const DexOptHeader* pOptHeader;

503

504  /* pointers to directly-mapped structs and arrays in base DEX */
505 const DexHeader* pHeader;

506  const DexStringld* pStringlds;

507  const DexTypeld* pTypelds;

508 const DexFieldld* pFieldlds;

509 const DexMethodld* pMethodlds;

510  const DexProtold* pProtolds;

511  const DexClassDef* pClassDefs;

512  const DexLink* pLinkData;

513

514 /¥

515 * These are mapped out of the "auxillary" section, and may not be
516 * included in the file.

517 */

518  const DexClassLookup* pClassLookup;

519  const void* pRegisterMapPool; /| RegisterMapClassPool

520
521 [* points to start of DEX file data */
522 constul* baseAddr;

DEXE AL



523
524  [* track memory overhead for auxillary structures */

525 int overhead;

526

527 [* additional app-specific data structures associated with the DEX */
528 //void* auxData;

529 };

1.DexHeader (3ZfF3k)

/*

214 * Direct-mapped "header_item" struct.

215 */

216 struct DexHeader {

217  ul magic|8]; [* includes version number */

218  u4 checksum; [* adler32 checksum */

219  ul signature kSHA1DigestLen]; /* SHA-1 hash */

220  u4 fileSize; [* length of entire file */

221 u4 headerSize; [* offset to start of next section */

222  u4 endianTag;
223  u4 linkSize;

224  u4 linkOff;

225  ud mapOff;

226  u4 stringldsSize;
227  u4 stringldsOff;
228 u4d typeldsSize;
229  u4 typeldsOff;
230 u4 protoldsSize;
231  u4 protoldsOff;
232 u4 fieldldsSize;
233  u4 fieldldsOff;
234  ud methodldsSize;
235  u4 methodldsOff;
236  u4 classDefsSize;
237  u4 classDefsOff;
238 u4 dataSize;

239  u4 dataOff;

240 };

DEXE AL



XHEKEEAN o0 F1, BETHRABIXEMNXEES. SR oo cdor F2HEIT
BEE, HEMWMT EoEEFR):

Ri% K axX BiER

0x0 8 bytes magic B, tMRXE— Dex X, #&3:
dex\n035\0 3% dex\n038\0 %,

0x8 4 bytes checksum XHRIEN, BTFREXHTEM.,

0xC 20 bytes signature SHA-1 %%, BTFH—IRRZXH.

0x20 4 bytes file_size A Dex XHBIK/

0x24 4 bytes header_size XK AGHA) BEHR 0x70),

0x28 4 bytes endian_tag ;;?ﬁﬁ’ mhA R =

0x3C 4 bytes string_ids_size FRHERSIRMEZEH.

0x40 4 bytes string_ids_off ~FHFBRRIIREXHFFHRBREE.

0x44 4 bytes type_ids_size = ERRI|IRMWEZBEE,

0x48 4 bytes type_ids_off EBRSIREXHHIERRIEE,

0x60 4 bytes class_defs_size EFENFKHFZFEH.

0x64 4 bytes class_defs_off FEEXREXHHHIARE S,

ul magicl8];

dex.035.@f—. . EAp
}0_"7hv. ,I4.E=+,
d...

"

%%&, ﬁiﬂizzE'E—/l\ Dex Yﬁ:o

ud checksum;

adler32iR3E, FAFMRRZIE— N dexXH

DEXE AL 16



DEXEARLEN

PRGN FTifiRadler32691E,

ul signature[kSHA1DigestLen];

SHA-1% %, ATH—ARRIZXXH,

M EEBAXHHITRE

u4 fileSize;

BN dexXXHHIAR/N (dex>fF A

ERE K207

2L 2y -

IHF T

)

PREGZ XX VA KE I0xF64, HRZE3940MF T,

u4 headerSize;

DexHeader4 (&K /)y

dex.035.@f—. .Efp
}0_"Zhv. ,I4.E+,

dex.035.@f—. .Efp

dex.035.@f—. . Efp
}0_"7Zhv. ,15.Ex,

17



dex.035.@f—. . EAp
}0_"7Zhv. ,14.E+,

0x70, ZANMBREERN,

ud endianTag;

RTFTFFINRC

35 70 dex.035.@f—..Efp
56 B8 }0_"ZhV. ,I4.Ex,
00 00 d...p...

00 00 ”

00 00

00 00

00 00

RFXNHFTF, ELER0x12345678
u4d linkSize;

u4 linkOff;

DRRTHER AN R RIS

dex.035.@f-. . Efp
}0_"7hv. ,I5.Ex,

—fg#lE 0.
u4 mapOff;

X ERofftEHE W%

DEXEARLEN
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dex.035.@f-. . Efp
}0_"Zhv. ,i3.Ezx,
d...p...

”

65 72 73 69
64 65 76 22
24 09 06 3E
3F 1C 01 1E
3E 1E 02 07

03 17 00 17 |2 " !
02 00 00 00 2o

04 DO 07 01 o oo B B Project
04 AOQ 08 04

0A 03 02 01 .. Inspector
09 01 81 80 .. : Type

01 BC 08 01 ETY 00010001

17 09 04 01 :
5C 0D 00 00 Signed Byte 1;

74 0D 00 00 o Unsigned Byte
82 0D 00 00 Signed Short 17

97 0D 00 00 Unsigned Short 17

00 00 00 00 P A Bookmarks
00 00 00 00 .

00 00 00 00 Variables

00 00 00 00 Name

2 8680

00 00 00 dex string ids
02 00 00 00 y d

0cC 00 00 dexﬁtypejc?s
70 00 00 - dex_proto_ids
06 00 00 dex field ids

dex_header

0D 00 00 dex_method ids
8D 00 00 003 ( dex_class_defs
dex map list
00
00
00
00
00

HEMEAEFNRE—E8D, AERS

u4d stringldsSize;

DexStringld ™8

70 dex.035.
B8 }0_"ZhV.
00 d...p...

00
00
00
00

DEXE AL



HMETFE731NF/RHE, AMUTF-84FE

u4 stringldsOff;

DexStringldB9m#, HHAREOX70{iIEDexHeaderssR.

70 dex.035.@f—..Ekp
B8 }0_"7hv. ,Ia.Ez,
00 d...

00 ...."...

00

00

00 ....

00 *...
08 0Q 0Q

MWFIRUETE0x70, XBIBRBIRIEH. B1727FFH, KAMUTF-84%3

ud typeldsSize;

DexTypeld N

dex.035.@f—. . Ep
}0_"Zhv. ,13.Ez,
d...p...

”

XEXWHE191 K
u4 typeldsOff;

DexTypeldHRT%

70 dex.035.
B8 10 _"ZhV.
00 d...

D0l P
00
00
00

SN AIETEO0x0194, FHAI#H NDexTypeld#iTEER

u4d protoldsSize;

DexProtold“ Nk

DEXEARLEN



DEXEARLEN

dex.035.@f—. . Ep
}0_"Zhv. ,14.E+,

WRmERE FREEE 121N HEERE,

u4 protoldsOff;

DexProtoldBY{@#%

dex.035.@f—. . Ep
}0_"ZhV. ,14.Ex,
d...p...

"

FEMOXIED, F{1ZIDexProtoldXIFHTEE
uéd fieldldsSize;

DexFieldld ™%k

dex.035.
}0_"ZhV.

K&KEB7 1 DexFieldld
uéd fieldldsOff;

DexFieldld89{R#%

21



dex.035.@f—. . Efp
}0_"Zhv. ,14.Ex,
d...

"

R#%70x270, FHT#H NDexFieldld#1TEER

u4 methodldsSize;

DexMethold MK

dex.035.

EEB3N pexvietodid , ER DEX XFHF#ER—IFE"SH"HERE, SSEBTH
M. ERNER (REXE+ZH) UKRENRT, BHZFFARNELMSIA,

u4 methodldsOff;

DexMethold#9{RT%

70 dex.035.@f—..Efp
B8 }0_"7hv. ,15.E+,
00 d...p...

DO EREEER
00
00
00

XEB3gMmO0x2A8, FHi{li# ADexMethold&EE.,

ud classDefsSize;

DexClassDef/ MK

DEXEARLEN

22



oo

00 11 08

XEBHA41 DexClassDef

u4 classDefsOff;

DexClassDeff{Ri%

classes.dex x

00 94
00 °F 08 00 39 08 00 41
08 00 654 0B 00 83 08 00 AD
8 00 8 08 00 C1 08 00 D
08 00 08 00 1C 09 00 27 09

XE15mO0x350, FH{T#H ANDexClassDef&EE,

u4 dataSize;

HHRER AR/

0B 00

u4 dataOff;

HIEEREY RIS

DEXE AL
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00
1D
o0 78
00

KEUER: BB EJTRECK, RIELPIERNESTNERNREEN AN, FEeREE M
XA R E R,

2.%&5|&RE (Index Tables / Lookup Tables)

XERMRRSIR, CSIFFELREE MEFE—MERLFBIENREESNS—1
%51,

DexStringld(FFFHR)

FRHBRR (svingids ): BNEFEHRB—NMREE, 1BE sting data XHPENFRFEBRIIFRAL
Bo

260 /*

261 * Direct-mapped "string_id_item".

262 */

263 struct DexStringld {

264  u4 stringDataOff;  /* file offset to string_data_item */
265 }:

u4 stringDataOff;

stringDataOfft{g AR E H1IE R EE

24



O b X MO

< xY

2F 08 41 08
64 08 A0 08
B8 08 D9 08
O0A 09 27 09

FRIEAMUTF-845E, FKAuleb128iERFRME, ZERU-8HRIZFTRTH,

DEXEARLEN
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DEXE AL

FIFERLI00LE R, XAEfEUt-8mIEBINAE.
BRAT720F TR, MOFFRRRHEF, BRI —KFRHERSIFK.

<clinit>..<init>
L.2(TT;)HTT; . .Ano
nymous class met
hod. .DEX Generat
ion Demo Complet
ed..DEX Generati
on Demo Started.
.Default. .Demoln
terface. .DexDemo
. .DexGenerationD
emo.java..Divisi
on by zero!..Gen
eric method call
ed with: ..Gener
ic result: ..Hel
lo DEX..I..Inner
..Inner field:

.InnerClass..L..
LDexGenerationDe
mo$1;.!LDexGener
ationDemo$DemoIn
terface;..LDexGe
nerationDemo$Inn
erClass;..LDexGe

26



v string id[73] 70h struct string _i...
string id[0
string id[1
string id[2 <init> 78h struct string _i...
string id[3 >(TT)TT; 7Ch struct string _i...

] <T: 70h struct string _i...
]
]
]
string id[4] Anonymous class ... 80h struct string i...
]
]
]
]
]

String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID
String ID

<clinit> 74h struct string _i...

string id[5 DEX Generation D... 84h struct string i...
string_id[6 DEX Generation D... 88h struct string_i...
string_id[7 Default 8Ch struct string_i...
string id[8 Demolnterface 90h struct string i...
string id[9 DexDemo 94h struct string i...
string id[10
string id[11
string id[12
string id[13
string id[14;
string id[15
string id[16
string id[17
string_id[18
string _id[19

] DexGenerationDe... 98h struct string i...
]
I
]
]
]
]
]
]
1
string_id[20] LDexGenerationD... COh struct string i...
]
I
]
]
]
]
]
]
]
]

Division by zero! 9Ch struct string i...
Generic method c... AOh struct string i...
Generic result: Adh struct string i...
Hello DEX A8h struct string i...
| ACh struct string i...
Inner BOh struct string i...
Inner field: B4h struct string i...
InnerClass B8h struct string_i...
L BCh struct string i...

string id[21 LDexGenerationD... C4h struct string i...
string id[22 LDexGenerationD... C8h struct string i...
string id[23 LDexGenerationD... CCh struct string i...
string id[24 LI DOh struct string i...
string id[25 LL D4h struct string i...
string id[26 Ldalvik/annotation... D8h struct string i...
string id[27 Ldalvik/annotation... DCh struct string i...
string id[28 Ldalvik/annotation... EOh struct string i...
string_id[29 Ldalvik/annotation... E4h struct string_i...
string_id[30

AR D PR

Ldalvik/annotation... E8h struct string_i...

DexTypeld(ZER)

%ﬂﬁ(type_ids): /‘é/l\%EIEE_/I\ string_id ?gh ﬁ¢$?&$$ﬁ%¥ﬂg#ﬁﬁ?€'
(ill] Ljava/lang/String; )o

267 [*
268 * Direct-mapped "type_id_item".
269 */

270 struct DexTypeld {
271 u4d descriptorldx;  /* index into stringlds list for type descriptor */
272 };

DEXE AL
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Startup classes.dex x

-

A9
EC
2A
4F
BE
OF
97
F7
3E
5E
81
CB
02
41
65
8E
B7
16
1C
20
24
OF
02
04
19

—

@

~ I —h —

@
O m B~ X ™

ud descriptorldx;

f5mDexStringI DFIRAZES|

RRFSIERNFNFRE, BHARLIEGFAIUEEHI9MNER, NOFBREREIE, NS
B —KSERRE(K,

28



DEXE AL

v dex:type_i::is
v type id[19]

DexTypelList

322 [*

19 types

int

DexGenerationDe...
DexGenerationDe...
DexGenerationDe...
DexGenerationDe...
dalvik.annotation....
dalvik.annotation....
dalvik.annotation.l...
dalvik.annotation....
dalvik.annotation....
dalvik.annotation....

java.io.PrintStream

java.lang.Arithmeti...

java.lang.Object
java.lang.String

java.lang.StringBui...

java.lang.System
void
java.lang.String[]

194h
194h
194h
198h
19Ch
1A0h
1A4h
1A8h
1ACh
1BOh
1B4h
1B8h
1BCh
1C0h
1C4h
1C8h
1CCh
1DOh
1D4h
1D8h
1DCh

323 * Direct-mapped "type_list".

324 */

325 struct DexTypelList {
[* #of entries in list */
327 DexTypeltem list[1];

326 u4 size;
328 };

u4 size;

DexTypeltemByEk

[* entries */

struct type_id_...
struct type |
struct type |
struct type id .
struct type id ...
struct type_id_...
struct type id
struct type id ...
struct type id
struct type |
struct type_id_...
struct type id ...
struct type id ...
struct type id ...
struct type id ...
struct type_id
struct type id ...
struct type id
struct type |
struct type id .
struct type_id_...

29



DEXE AL

<clinit>..<init>
L 2>(TT)TT: . .Ano

15FAEBDexProtold kNS HE Z D1, XBEHAERNINSE, URME—
DexTypeltem £5H1%,

DexTypeltem list[1];
DexTypeltem&ts, HEZERE/FEAA LIERE IDexTypeltem list[sizel;
EERNEEIERREER

DexTypeltem

315 /*

316 * Direct-mapped "type_item".

317 */

318 struct DexTypeltem {

319  u2 typeldx; /* index into typelds */
320 };

u2 typeldx;
femDexTypeld%|FRZS|

0D 41 1E 01 18 11 1B 1E 79 00 00 00 01 00 00 00
02 00 00 00 01 OO 00 00 OD OO OO0 00 01 00O 0O 0O

00 00 00 00 01 OO 00 00 OE OO OO0 00 01 00 0O 0O
04 00 00 00 01 00 00 00 12 0003 3C 54 SA 00 08

LR SR NFT, TypeldFZE5I4D

30



DEXE AL

v type:id[1 3] java.lang.Object 1C8h struct type:id:... \:l Type ID
L]

descriptor idx (0x22) "Ljava/lang... 1C8h uint String ID for this type descriptor

DexProtold([fE!3R)

FER powis) @ BMFEEE—MRERERSIN—MEaSHTIRNRIZE, HE
M ERNER (@0 ().

292 [*

293 * Direct-mapped "proto_id_item".

294 */

295 struct DexProtold {

296 u4d shortyldx; /* index into stringlds for shorty descriptor */

297  u4 returnTypeldx;  /* index into typelds list for return type */
298 u4d parametersOff;  [* file offset to type_list for parameter types */
299 };

Variables

Type Color Comment
dex_header struct header ... \:l Dex file header

A EEBS M Protold 512N NFH

31



VELELIES

Name i Comment
v proto id[12] 1EOh struct proto i... \:l
proto_id[0] int () 1EOh struct proto_i... \:l Prototype ID
proto id[1] DexGenerationDe... 1ECh struct proto i... \:l Prototype ID
proto id[2] java.lang.Object (j... 1F8h struct proto i... \:l Prototype ID

ud shortyldx;

¥ DexStringld5IFRMZES|, XEBI5MOF

string_id[14] Hello DEX struct string_i... \:l String ID

v string_id[15] | struct string_i... \:l String ID
string_data_off 2343 uint \:l File offset of string data

BMNRIMZ"", ARBNBEREEE—intRE
uéd returnTypeldx;

femDexTypeld%|FRMZES|
BRE—NGZ%, SEMEREROERR

v type id[19] 194h struct type id ... |:|

type id[0] int 194h struct type id ... |:| Type ID
type id[1] DexGenerationDe... 198h struct typefidi..,|:| Type ID

XE$5[E00 00 00 00, MRZEUEMFAIDexTypeldEEAO0, HERREERZINt

u4 parametersOff;

gmDexTypeListiiI B RT5

KAFZZBALRESHCEE, MEBHARAZT, MURE—INSHIIREREER
v, DexTypelList,

XE000000000, KRG ELESE, FTHEEEM yoelist o

DEXE AL



DEXE AL

/| AT /1

i 1HEProtold[4] 4k 1TER, XEBIEMO0804MMIE, Fi1# NDexTypelistdtiEE
&

RN EEITANMERINIRFEIFEHERETIER

v dex proto ids 12 prototypes struct proto i... \:l Method prototype ID list
v proto id[12] struct proto i... \:l
proto id[0] int () struct proto i... \:l Prototype ID
proto id[1] DexGenerationDe... struct proto i... \:l Prototype ID
proto id[2] java.lang.Object (j... struct proto i... \:l Prototype ID
proto id[3] java.lang.String () struct proto i... \:l Prototype ID
proto id[4] java.lang.String (ja... struct proto i... \:l Prototype ID
proto id[5] java.lang.StringBui... struct proto i... \:l Prototype ID
proto_id[6] java.lang.StringBui... struct proto ... \:| Prototype ID

proto id[7] void () struct proto i.. \:l Prototype ID
proto id[8] void (int) struct proto i.. \:l Prototype ID
proto id[9] void (DexGenerati... struct proto i.. \:l Prototype ID
proto id[10] void (java.lang.Stri... struct proto i.. \:l Prototype ID
proto id[11] void (java.lang.Stri... struct proto i.. [ | Prototype ID

DexFieldld(FERR)

FER (field_ids): BE1MNEZEHFEAEFES|. FEEBFSINFERAERSIARN, HEME—
BE—NFE (0 vyclass.myField )o

274 [*

275 * Direct-mapped "field_id_item".

276 */

277 struct DexFieldld {

278  u2 classldx; /* index into typelds list for defining class */
279  u2 typeldx; /* index into typelds for field type */

280  u4 nameldx; /* index into stringlds for field name */

281 };

33



Name Value i Type Color Comment
dex type ids 19 types struct type id . Type ID list
dex proto ids 12 prototypes struct proto ... Method prototype ID list

v dex field ids 7 fields struct field id ... [0 Field ID list

v field id[7] struct field id .

B &S DexFieldld(581MF T

03 00 OE 00 3A 00 00 00 04 00 29 00 00
04 00(/00 00|/2C 00 00 00|04 00 3B 00 00
04 00 00 00 43 00 00 00 04 00 44 00 00
10 00 OB 00 40 00 00 00 Of

u2 classldx;

KMEE, $EMDexTypeldyIZRMNES]

dex field ids 7 fields 270h struct field id .|| Field ID list
v field_id[7] 270h struct field id ... [0
v field_idI0] iavalana.String D..._270h struct field id ... Field ID
class_idx (0x3) DexGenerati... 270h ushort \:l Type ID of the class that defines t...
type idx (OxE) java.lang.Stri... 272h ushort Type ID for the type of this field
name_idx (0x3A) "innerField” 274h uint \:l String ID for the field's name
field id[1] java.lang.String D... 278h struct field id ... \:l Field ID

BEHER—MERNEY, BALEERNBEXRS], XEEMES

u2 typeldx;

FEREA, f5MDexTypeldd|RMZES|

v dex field ids 7 fields 270h struct field id ... [ | Field ID list
v field id[7] 270h struct field id ... [0
v field_id[0] javalang.String D... 270h struct field_id_... \:l Field ID
class_idx (0x3) DexGenerati... 270h ushort Type ID of the class that defines t...
type idx (OXE) java.lang.Stri... 272h ushort Type ID for the type of this field
name idx (0x3A) "innerField” 274h uint String ID for the field's name

X EHEROE

u4 nameldx;

FEEH, f8MEDexStringldFIRMZRS|

v dex field ids 7 fields 270h 3 struct field id ... [ | Field ID list

v field_id[7] 270h struct field id .. [ ]
v field id[0] javalang.String D... 270h struct field id ... [ | Field ID

class idx (0x3) DexGenerati... 270h ushort Type ID of the class that defines t...
type_idx (OxE) java.lang.Stri... 272h p ushort \:l Type ID for the type of this field
name idx (0x3A) "innerField” 274h uint String ID for the field's name

DEXE AL
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RIEIFAILUER, EMERFKRIDEIZF,
SR EEITANERINIF[EFEFRYIE

v dex field ids 7 fields 270h struct field id .|| Field ID list
v field id[7] 270h struct field id .. [ ]
field id[O java.lang.String D... 270h struct field id ... \:l Field ID
field id[1 java.lang.String D... 278h struct field id ... \:l Field ID
field id[2 int DexGeneration... 280h struct field_id ... \:l Field ID

field id[4
field id[5
field id[6

int DexGeneration... 290h struct field_id ... \:l Field ID
int DexGeneration... 298h struct field_id ... \:l Field ID
java.io.PrintStream... 2A0h struct field id ... \:l Field ID

]
]
1
field id[3] java.lang.String D... 288h struct field id ... \:l Field ID
]
1
|

DexMethodld(5 %K)
FiER (method_ids ): BPNEBEES: FIBEM weeid . FEREM powid . HiER

E’\J string_id o

283 [*

284 * Direct-mapped "method_id_item".

285 */

286 struct DexMethodld {

287 U2 classldx; /* index into typelds list for defining class */
288  u2 protoldx; /* index into protolds for method prototype */
289  u4 nameldx; /* index into stringlds for method name */
290 };

EIIHER— N FARAE (0 osiing') B—PRE (W Lava/iang/object; ) FEBDNXHH
REE—R, FIE5IREREEHERRS], RAMTE T =IE,
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VELREIES

Type Color Comment

dex_header struct header ... \:l Dex file header

dex string ids 73 strings struct string i... \:l String ID list

dex_type ids 19 types struct type id_... \:l Type ID list

dex proto ids 12 prototypes struct proto i... \:l Method prototype ID list
dex field ids 7 fields struct field id ... [ 1] Field ID list

dex_method _ids 21 methods struct method... \:l Method ID list
dex_class_defs 4 classes struct class d... \:| Class definitions list
dex_map_list 17 items struct map _lis... \:l Map list

AR _EEE1DexMethodld §8MFT

00 0B 00 40
00|07 00|3C
00 OA 00 02
00 07 00 01
00 OA 00 02
00 02 00 36
00 00 00 39
00 08 00 42
00 07 00 02
00 07 00 02

06 00 34

u2 classldx;

KAEE, 1EmDexTypeldFIRNES|

v dex method ids 21 methods 2A8h struct method... \:l Method ID list
v method_id[21] 2A8h struct method... \:l
v method_id[0] void DexGenerati... 2A8h struct method... \:l Method ID

class_idx (0x1) DexGenerati... 2A8h ushort Type ID of the class that defines t...
proto_idx (0x9) void (DexGe... 2AAh ushort Prototype ID for this method
name_idx (0x2) " <init>" 2ACh uint \:l String ID for the method's name

DEXE AL

method id[1] void DexGenerati... 2B0h struct method... \:l Method ID

u2 protoldx;

36
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AEBAZEAY ) f5MDexProtoldFIRMIZES|

Name Value Start Type Color Comment
dex_method_ids 21 methods 2A8h struct method... \:| Method ID list
v method id[21] 2A8h struct method... \:l
v method_id[0] void DexGenerati... 2A8h struct method... \:| Method ID

class idx (0x1) DexGenerati... 2A8h ushort \:l Type ID of the class that defines t...

proto_idx (0x9) void (DexGe... 2AAh ushort | |_Prototvpe ID for this method
name_idx (0x2) "<init>" uint \:l String ID for the method's name

u4 nameldx;

7582, $8MADexStringldFI&RAZES|

Name Value Start Type Color Comment
dex_method _ids 21 methods 2A8h struct method... \:l Method ID list
v method id[21] 2A8h struct method... \:l
v method _id[0] void DexGenerati... 2A8h struct method... \:l Method ID
class_idx (0x1) DexGenerati... 2A8h ushort \:l Type ID of the class that defines t...
proto_idx (0x9) void (DexGe... 2AAh ushort \:l Prototype ID for this method
name_idx (0x2) "<init>" 2ACh uint String ID for the method's name
method id[1] void DexGenerati... 2B0h struct method... Method ID

SR EEITANERNSR[EIRE R ER

\v dex method ids 21 methods 2A8h struct method...

v method id[21] 2A8h struct method...

method id[0] void DexGenerati... 2A8h struct method...

method id[1] void DexGenerati... 2BOh struct method...

pd| void DexGenerati... 2B8h struct method...

3] void DexGenerati... 2COh struct method...

4] javalang.String D... 2C8h struct method...

5] void DexGenerati... 2D0Oh struct method...
]
]
1
]

Method ID list

Method ID
Method ID
Method ID
Method ID
Method ID
Method ID
Method ID
Method ID
Method ID
Method ID
Method ID
Method ID
Method ID
Method ID
Method ID
Method ID
Method ID
Method ID
Method ID
Method ID
Method ID

method id
method id
method id
method id
6 void DexGenerati... 2D8h struct method...
7 void DexGenerati... 2EOh struct method...
8 DexGenerationDe... 2E8h struct method...
9 java.lang.Object D... 2FOh struct method...

[
[
[
[
method id[
method id[
method id[
method id[
method id[1 javalang.String D... 2F8h struct method...
method id[1 int DexGeneration... 300h struct method...
[1 void DexGenerati... 308h struct method...
1 void DexGenerati... 310h struct method...
[ void java.io.PrintSt... 318h struct method...
[ void java.lang.Obj... 320h struct method...
[ javalang.String ja... 328h struct method...
[ void java.lang.Stri... 330h struct method...
[
[
[

java.lang.StringBui... 338h struct method...

method id
method id
method id
method id
method id
method id
method id
method id

javalang.StringBui... 340h struct method...
javalang.String ja... 348h struct method...

method id

T

3. #IEX (Data Section)

7687 SRS, BURMEMAR. ATTETE, XIEKEMF
B ulebizs [ sievizs BREFEHE, SHAREER/N.

DexClassDef

i DEX B¥*'—L/AEO/ME"IE—ANOER>, EREFE"THE + RZ", FEFD

8. FERIIRFE, EENGTHHEESREBEHEXR,
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301 /*

302 * Direct-mapped "class_def_item".

303 */

304 struct DexClassDef {

305 u4 classldx; /* index into typelds for this class */

306 u4 accessFlags;

307 u4 superclassldx; /* index into typelds for superclass */

308 u4 interfacesOff;  /* file offset to DexTypelList */

309 u4 sourceFileldx; /*index into stringlds for source file name */
310  u4 annotationsOff; /* file offset to annotations_directory_item */
311 u4 classDataOff; [* file offset to class_data_item */

312  u4 staticValuesOff; [* file offset to DexEncodedArray */

313 };

0 06 00|34 00 00 00 OF
00 00 06 00 00 OD
00 00 44 OE 00 00 A1
00 00 00 00 00 OD
00 00 54 OE 00 00 A9

00 00 oD 00 0D
0o 0OE 00 00 BY
0o 00 00 0D

00 C7

A _EEE 1 DexMethodld §321MFTH

01 06 00 00 OD O 00 00 ©
44 Q0E 00 00 A1 © 00 00 0
00 00 00 00 OD O 0 FC 07 0
54 00 A9 O 0 00 00 0

p
public

ud classldx;

DEXE AL
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%

EKPYER, XZ—NMEM ype ios REIRS|o ZFRFIRILEERTT,

XEIEM type ids TG

u4 accessFlags;

KEFRMEMERS. B — MR, EXTERIEHT (publicXEMZEIHTT).

72p92EE

Class definitions list

enum ACCESS...
[9] 418
umnt
uint

uint

struct annotat...

uint

GenerationDe... 370

KIFMENENEE, XER0x601
BEEEWT:

96 /*

97 * access flags and masks; the "standard" ones are all <= 0x4000

98 *

99 * Note: There are related declarations in vm/oo/Object.h in the ClassFlags
100 * enum.

101 */

102 enum {

103 ACC_PUBLIC = 0x00000001, // class, field, method, ic

104  ACC_PRIVATE = 0x00000002, // field, method, ic

105 ACC_PROTECTED = 0x00000004, /[ field, method, ic

106  ACC_STATIC = 0x00000008, // field, method, ic

107  ACC_FINAL = 0x00000010, // class, field, method, ic

108 ACC_SYNCHRONIZED = 0x00000020, // method (only allowed on n

DEXE AL

39



DEXE AL

atives)

109 ACC_SUPER = 0x00000020, /] class (not used in Dalvik)
110  ACC_VOLATILE = 0x00000040, /[ field
1M1 ACC_BRIDGE = 0x00000040, /] method (1.5)

112 ACC_TRANSIENT = 0x00000080, //field

7113  ACC_VARARGS = 0x00000080, // method (1.5)

14  ACC_NATIVE = 0x00000100, // method

115  ACC_INTERFACE = 0x00000200, //class, ic

116  ACC_ABSTRACT = 0x00000400, //class, method, ic

117  ACC_STRICT = 0x00000800, // method

7118  ACC_SYNTHETIC =0x00001000, //field, method, ic

119  ACC_ANNOTATION = 0x00002000, //class, ic (1.5)

120  ACC_ENUM = 0x00004000,  // class, field, ic (1.5)

121  ACC_CONSTRUCTOR = 0x00010000, // method (Dalvik only)
122  ACC_DECLARED_SYNCHRONIZED =

123 0x00020000, /| method (Dalvik only)

124  ACC_CLASS_MASK =

125 (ACC_PUBLIC | ACC_FINAL | ACC_INTERFACE | ACC_ABSTRACT

126 | ACC_SYNTHETIC | ACC_ANNOTATION | ACC_ENUM),

127  ACC_INNER_CLASS_MASK =

128 (ACC_CLASS_MASK | ACC_PRIVATE | ACC_PROTECTED | ACC_STATI
C),

129  ACC_FIELD_MASK =

130 (ACC_PUBLIC | ACC_PRIVATE | ACC_PROTECTED | ACC_STATIC | AC
C_FINAL

131 | ACC_VOLATILE | ACC_TRANSIENT | ACC_SYNTHETIC | ACC_EN
UM),

132 ACC_METHOD_MASK =

133 (ACC_PUBLIC | ACC_PRIVATE | ACC_PROTECTED | ACC_STATIC | AC
C_FINAL

134 | ACC_SYNCHRONIZED | ACC_BRIDGE | ACC_VARARGS | ACC_N
ATIVE

135 | ACC_ABSTRACT | ACC_STRICT | ACC_SYNTHETIC | ACC_CON
STRUCTOR

136 | ACC_DECLARED_SYNCHRONIZED),

137 };

u4 superclassldx;

REWEE, FEHER—NMEMR vpeids KRS WNTFFAEL, XELIIEE—1Efinal

% (java.lang.Object |3$9|‘)0 ﬂ{l'a: java.lang.Object ZIK%, iX/MEjg NO_INDEX (O)o
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Comment

s_data atic fields, 0 in.

c values off

Object BFFE RIS

u4d interfacesOff;

SRIMAEOTIR, X2 —MEM pextyperist EINRIEE, NRIZESHERIEME
O, BRI 0o pextypetist BB TAABEZORERY ypeios T30

uint
enum A
uint
uint

o

or thi...

field data

ud sourceFileldx;

ﬂiﬁiﬁ:go iz%_/l\?glﬁl string_ids EEE’\Jﬁél, ?ﬁ%%ﬁ#ﬁ‘ﬂ’ﬂﬁﬁﬁ%f&#%
(yﬂ "MyClass.java" )o iﬂ‘?%%%éﬁ%‘%iﬁ%iﬁféﬂ’ﬂi, JJ:HEEJE\EN NO_INDEX (0)0

DEXE AL
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00
0E
00
0E
(1]1]

0OE

u4 annotationsOff;

KEMEE, XB—EME annotations_directory_item BIMRIEE. ZEWEE TR, FE. A

A LRUERERIET. MRRBEMEME, LER O,

00
FF

1 naA

fiel u:!_ij:l s
_method_ids

enum
uint

uint

uint

uint
struct anr
uint
struct ¢

uint

—
1
—

.
]
—
|
1
]
—Jw

]
1
—
——

Comment
1D list

File t to interface list
LS

tring ID for the name of the file .

ALIOT

eld data

Comment

f&mDexAnnotationsDirectoryltem CIEER), RIERBEAREEME, TWRFE, *

BB, ABRSN.
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ud classDataOff;

KRR, XREREENFR, XEB—MEM class_dataitem EHRIRIEE,

00
0o
00
00
00
00
00
00

Comment

XEBRBAUBEOXAT, FH{T#H ADexClassDataltemZEH

class_data_item I FEIEX, E—MEA uevizs HIBMTKLEN, B8 72X EHNEFES
FE. LHFER. BIEFZENEFENEREN, MRXMEN 0, MR RIZESGHEM
IR (FlN2—MEOHRE),

u4d staticValuesOff;

Eﬁﬁ?ﬁgyjyﬁ\ﬁo iZ%—/l\?E‘r'ﬁ_l encoded_array_item E’\Jﬂ%‘u%%%o
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Type Color Comment

et to static field data

—
—
I o

.

.
[ Im
-
]
-
]
]

S

BEMTFE T KXPHSTFRNVRE (RESPBEEFRNFREXRENRIIGEEN
String REFHESFR) . MRKEXFNEFRSTFE, IEN 0,

DexAnnotationsDirectoryltem (GEfZER)

368 /*

369 * Direct-mapped "annotations_directory_item".

370 */

371 struct DexAnnotationsDirectoryltem {

372 u4 classAnnotationsOff; /* offset to DexAnnotationSetltem */

373 u4 fieldsSize; [* count of DexFieldAnnotationsltem */
374  u4 methodsSize; [* count of DexMethodAnnotationsltem */
375 u4 parametersSize; /* count of DexParameterAnnotationsltem */

376  [* followed by DexFieldAnnotationsltem[fieldsSize] */

377  [* followed by DexMethodAnnotationsltem[methodsSize] */

378  [* followed by DexParameterAnnotationsltem[parametersSize] */
379 };

ud classAnnotationsOff;

EM@DexAnnotationsDirectoryltem?Ety, ;TR

uéd fieldsSize;

fsmDexFieldAnnotationsitem#tty, SARFEL

u4 methodsSize;

DEXE AL
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DEXE AL

}EmDexMethodAnnotationsltem#:¥y, TR %

ud parametersSize;

EmDexParameterAnnotationsltem 45t5, ¥R %

DexClassData

48 [* expanded form of class_data_item. Note: If a particular item is
49 * absent (e.g., no static fields), then the corresponding pointer
50 *issetto NULL. */

51 struct DexClassData {

52 DexClassDataHeader header;

53 DexField* staticFields;

54  DexField* instanceFields;

55 DexMethod* directMethods;

56 DexMethod* virtualMethods;

02 81 08 00 00 00 01 O1 00 80 80
E8 07 00 01 01 01 00 02 03 81 80
88 08 03|02 05 04 01 1A 01 1A 03
05 88 80|04 D4 09 01 /81 80 04 EC

Value Start i Type Color Comment
public interface a... 350h struct class_d... \:l Class ID
class_idx (0x2) DexGenerati... 350h uint \:l Type ID for this class
access flags (0x601) ACC PUBL... 354h enum ACCESS... \:l Access flags
superclass_idx (0xD) java.lang.Ob... 358h uint \:l Type ID for this class's superclass
interfaces off 0 35Ch uint \:l File offset to interface list
source file_idx (0xA) "DexGenerat... 360h uint \:l String ID for the name of the file ...
annotations_off 3652 364h uint \:l File offset to the annotation struct...
annotations 2 class annotation... E44h struct annotat... \:l Annotation data
class data_off 3489 368h uint \:l File offset to the class data for thi...
v class_data 0 static fields, 0 in... DATh struct class_d... \:l Class data
static_fields_size 0x0 DA1h struct uleb128 \:l The number of static fields
instance_fields_size ~ 0x0 DA2h struct uleb128 \:l The number of instance fields
direct methods size 0x0 DA3h struct uleb128 \:l The number of direct methods
virtual_methods_size 0x1 DA4h struct uleb128 \:l The number of virtual methods
virtual_ methods 1 methods DA5h struct encode... \:l Encoded sequence of virtual met...
static values off 0 36Ch uint - File offset to static field data

EAXBGHEFEMEEAE (HADexClassDataHeader&=E), FrlGEEIZRMNGE
%Jﬁﬁiﬁ) ﬁﬁ]g?ﬁi&)\ DexMethod EEo

DexClassDataHeader header;

EEFERSHENTER

DexField* staticFields;

- .
55 FER, DexFieldZs#,
DexField* instanceFields;
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DEXE AL

SHIFEE, DexFieldZi,

DexMethod* directMethods;

BiEA7%, DexMethod4sHs

DexMethod* virtualMethods;

EA%, DexMethod4sHy

DexClassDataHeader

27 [* expanded form of a class_data_item header */
28 struct DexClassDataHeader {

29  u4 staticFieldsSize;

30 u4 instanceFieldsSize;
31 ud directMethodsSize;

32 u4 virtualMethodsSi
33 };

u4 staticFieldsSize;

BAFEENE uleb128

00 00 00 01 02 81 08|00 00 00 01
DO 07 01 /01 E8 07 00 01 01 01 00
A0 08 0401 88 08 03 02 05 04 01
03 02 01/01 05 88 8004 D4 09 01

Name Value

v class_def[0] public interface a...
class idx (0x2) DexGenerati...
access flags (0x601) ACC PUBL...

superclass_idx (0xD) java.lang.Ob...
interfaces off (0]
source file_idx (0xA) "DexGenerat...
annotations_off 3652
annotations 2 class annotation...
class data off 3489
Vv class_data 0 static fields, 0 in...
static fields size 0x0
instance fields_size

ze;

01 00
02 03
1A 01
81 80

Start
350h
350h
354h
358h
35Ch
360h
364h
E44h
368h
DA1h
DA1h
DA2h

EARuleb128, HIE0, FAUR

u4 instanceFieldsSize;

SEIFEE N uleb128

Type Color Comment

struct class _d... :] [@E )

uint \:l Type ID for this class

enum ACCESS... \:l Access flags

uint :l Type ID for this class's superclass

uint \:l File offset to interface list

uint \:l String ID for the name of the file ...
uint :l File offset to the annotation struct...

struct annotat... :] Annotation data

uint \:I File offset to the class data for thi...

struct class d... :l Class data

struct uleb128 :l The number of static fields

struct uleb128 \:I The number of instance fields
U — "

MFT, WRBAONES
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02 00 0001 01 00 80 80

04 DO 0101 02 03 81 80

04 A0 0401 1A 01 1A 03

0A 03 0101 81 80 04 EC
Variables

Name Start i Type Color Comment
v class_def[0] public interface a... 350h struct class d... \:l Class ID
class idx (0x2) DexGenerati... 350h uint
access flags (0x601) ACC PUBL... 354h enum ACCESS

\:l Type ID for this class
\:l Access flags
superclass_idx (0xD) java.lang.Ob... 358h uint \:l Type ID for this class's superclass
interfaces_off (0] 35Ch uint \:l File offset to interface list
source_file_idx (0xA) "DexGenerat... 360h uint \:l String ID for the name of the file ...
annotations_off 3652 364h uint \:l File offset to the annotation struct...
annotations 2 class annotation... E44h struct annotat... \:l Annotation data
class_data_off 3489 368h uint \:| File offset to the class data for thi...
v class_data 0 static fields, 0 in... DA1h struct class_d... \:l Class data
static fields size (] DA1h struct uleb128 The number of static fields
instance fields size  0x0 DA2h struct uleb128 \:l The number of instance fields
direct methods size 0x0 DA3h struct uleb128 \:l The number of direct methods
. : = P — B

O sLfl

u4 directMethodsSize;

BEEGET uleb128

02 02 18
08 01 00
00 02 03
03 1A 01

81 80

Value Start Size Type Color Comment
V class_def{0] public interface a... 350h 20h struct class d... \:l Class ID
class_idx (0x2) DexGenerati... 350h 4h uint \:l Type ID for this class
access_flags (0x601) ACC _PUBL... 354h 4h enum ACCESS... \:l Access flags
superclass_idx (0xD) java.lang.Ob... 358h 4h uint \:l Type ID for this class's superclass
interfaces_off 0 35Ch 4h uint \:| File offset to interface list
source_file_idx (0xA) "DexGenerat... 360h 4h uint \:| String ID for the name of the file ...
annotations_off 3652 364h 4h uint \:l File offset to the annotation struct...
annotations 2 class annotation... E44h 10h struct annotat... \:l Annotation data
class_data_off 3489 368h 4h uint \:l File offset to the class data for thi...
v class_data 0 static fields, 0 in... DA1h 8h struct class_d... \:l Class data
static_fields_size 0x0 DATh Th struct uleb128 \:| The number of static fields
instance_fields_size  0x0 DA2h Th struct uleb128 \:| The number of instance fields
direct methods size 0x0 DA3h 1h struct uleb128 \:l The number of direct methods
virtual_methods_size 0x1 DA4h 1h struct uleb128 \:l The number of virtual methods
. o . — !

ONEEFE
u4 virtualMethodsSize;

EHE M uleb128
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O
02 81
E8 07
88 08
05 88

v class_def[0]
class_idx
access flags
superclass_idx

interfaces off

source file idx

annotations_off

annotations

class data off

v class data

static fields size
instance fields size
direct methods size
virtual methods size
virtual methods

static_values off

0 01 4

08 00 00 00 01
00 01 01 01 00
03 02 05 04 01
8004 D4 09 01

Value

public interface a...
(0x2) DexGenerati...

(0x601) ACC PUBL...
(0xD) java.lang.Ob...

0

(OxA) "DexGenerat...

3652

2 class annotation...

3489

0 static fields, 0 in...
0x0

0x0

0x0

0x1

1 methods

0

Type
struct class d..
uint
enum ACCESS
uint
uint
uint
uint

Color Comment

. \:l Class ID
\:l Type ID for this class

\:l Access flags
\:l Type ID for this class's superclass
\:l File offset to interface list

\:l String ID for the name of the file ...
\:l File offset to the annotation struct...

struct annotat... \:l Annotation data

uint

struct class d...

struct uleb128
struct uleb128
struct uleb128
struct uleb128
struct encode.
uint

\:l File offset to the class data for thi...
\:l Class data

\:l The number of static fields
\:l The number of instance fields

\:l The number of direct methods
\:l The number of virtual methods

" \:l Encoded sequence of virtual met...
\:l File offset to static field data

M EA*
DexField

35 /* expanded form of encoded_field */

36 struct DexField {

37 udfieldldx; /*index to a field_id_item */
38 u4 accessFlags;

39 };

Variables

Type Color Comment
(0x1) ACC PUBLIC  3B4h enum ACCESS... [ | Access flags
superclass_idx (0xD) java.lang.Ob... 3B8h uint \:l Type ID for this class's superclass
interfaces_off 0 3BCh uint \:l File offset to interface list
source file_idx (0xA) "DexGenerat... 3COh uint \:l String ID for the name of the file ...
annotations_off 3708 3C4h uint \:l File offset to the annotation struct...
annotations 1 class annotation... E7Ch struct annotat... \:l Annotation data
class_data off 3527 3C8h uint \:l File offset to the class data for thi...
class_data 3 static fields, 2 in... DC7h struct class _d... \:l Class data
static_fields_size 0x3 DC7h struct uleb128 \:l The number of static fields
instance_fields_size  0x2 DC8h struct uleb128 \:l The number of instance fields
direct methods size 0x5 DCSh struct uleb128 \:l The number of direct methods
virtual_ methods_size 0x4 DCAh struct uleb128 \:l The number of virtual methods
v static_fields 3 fields DCBh struct encode... \:l Encoded sequence of static fields
field[0] private static final ... DCBh struct encode... \:l Encoded field
field[1] private static final ... DCDh struct encode... \:l Encoded field
field[2] private static int D... DCFh struct encode... \:l Encoded field
instance_fields 2 fields DD1h struct encode... \:l Encoded sequence of instance fields
5 methods DD5h struct encode... \:l Encoded sequence of direct meth...

access _flags

direct methods

48
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K /3ClassDef[0]HREFEL, XEHClassDef[3]{E&ETo

u4 fieldldx;

}gmDexFiledldBYZZ5| uleb128

Name Value

superclass_idx (0xD) java.lang.Ob...
interfaces off 0

source file idx (0xA) "DexGenerat...
annotations_off 3708

annotations 1 class annotation...
class_data off 3527
Vv class data 3 static fields, 2 in...
static_fields size 0x3
> instance fields size  0x2
direct methods size 0x5
> virtual methods size 0x4
Vv static_fields 3 fields
v field[0] private static final ...
field idx_diff ~ 0x1
> access flags (0x1A) ACC PRIVA...
field[1] private static final ...

u4 accessFlags;

iEiRE uleb128

Name Value

superclass_idx (0xD) java.lang.Ob.

interfaces_off 0

source file idx (0xA) "DexGenerat.

annotations_off 3708

annotations 1 class annotation..

class_data off 3527

class data 3 static fields, 2 in..

static_fields_size 0x3
instance fields size 0x2
direct methods size 0x5
virtual methods size 0x4

v static fields 3 fields

v field[0] private static final .

field idx diff  Ox1

access_flags (0x1A) ACC _PRIVA.
field[1] private static final .
field[2 private static int D.

EEETHPIRIRFR

3B8h
3BCh
3C0h
3C4h
E7Ch
3C8h
DC7h
DC7h
DC8h
DC%h
DCAh
DCBh
DCBh
DCBh
DCCh
DCDh

uint

uint

uint

struct annotat.
uint

struct class _d.
struct uleb128
struct uleb128
struct uleb128
struct uleb128
struct encode.
struct encode.
struct uleb128
struct uleb128
struct encode.

uint
uint
uint
uint
struct anno
uint

Color Comment
\:l Type ID for this class's superclass

\:l File offset to interface list
\:l String ID for the name of the file ...
\:l File offset to the annotation struct...

\:l Annotation data

\:l File offset to the class data for thi...

. \:l Class data

\:l The number of static fields

\:l The number of instance fields
\:l The number of direct methods
\:l The number of virtual methods
. \:l Encoded sequence of static fields
. [ ] Encoded field
\:l Field ID for this field, represented...
\:l Access flags
. [ ] Encoded field

Color Comment
\:l Type ID for this class’s superclass

\:l File offset to interface list
\:l String ID for the name of the file ...
\:| File offset to the annotation struct...

tat... \:l Annotation data

\:l File offset to the class data for thi...

struct class _d... \:| Class data

struct uleb128 \:l The number of static fields

struct uleb128 \:l The number of instance fields
struct uleb128 \:l The number of direct methods
struct uleb128 \:l The number of virtual methods
struct encode... \:l Encoded sequence of static fields
struct encode... \:l Encoded field

struct uleb128 \:| Field ID for this field, represented...
struct uleb128 \:l Access flags

struct encode... \:l Encoded field

49



v static fields

field[0]
field[1]
field[2]

v instance fields

field[0]
field[1]

3 fields

private static final ...
private static final ...

private static int
2 fields

private java.lang.s...
public int DexGen...

struct encode...

struct encode...

struct encode...

struct encode...

struct encode...

struct encode...

struct encode...

Encoded sequence of static fields
Encoded field

Encoded field

Encoded field

Encoded sequence of instance fields
Encoded field

Encoded field

ZNFRIFEENmEREREM

DexMethod

41 [* expanded form of encoded_method */
42 struct DexMethod {
43  u4 methodldx;
44  ud accessFlags;
45  u4 codeOff;  [*file offset to a code_item */
46 };

/* index to a method_id_item */

Variables
Color Comment

superclass_idx (0xD) java.lang.Ob... uint

interfaces off (0] uint

source file idx (0OxA) "DexGenerat... uint
annotations_off 3652 uint

Type ID for this class's superclass

File offset to interface list

String ID for the name of the file ...

File offset to the annotation struct...

annotations 2 class annotation... struct annotat.. Annotation data

class data off 3489 uint

class data 0 static fields, 0 in... struct class d..
static fields size 0x0 struct uleb128

struct uleb128

struct uleb128

struct uleb128

(1
]
(|
(1
L]
\:| File offset to the class data for thi...
\:l Class data
\:l The number of static fields
instance_fields_size  0x0 \:| The number of instance fields
direct methods size 0x0 \:l The number of direct methods
virtual_methods_size Ox1 \:l The number of virtual methods
v virtual_methods 1 methods ] \:|
v method public abstract voi... o \:l
method_idx_diff 0x2 L1
access flags  (0x401) ACC PUBL... [ ]
(1
(|

code off 0x0

Encoded sequence of virtual met...
Encoded method
Method ID for this method, repre...

struct encode..
struct encode..
struct uleb128
struct uleb128
struct uleb128
static values off (0] uint

Access flags
File offset to the code for this me...
File offset to static field data

u4 methodldx;

}gMEDexMethodIdHIZ 5| uleb128
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00 00 00 00
07 01 01 01
08 04 05 04
02 01 D4 09
81 80 D8 08
08 01 BC 09

Name Value Color Comment

superclass_idx (0xD) java.lang.Ob... uint Type ID for this class's superclass
interfaces off (0] uint File offset to interface list

source file idx (0xA) "DexGenerat... uint String ID for the name of the file ...

annotations_off 3652 uint File offset to the annotation struct...

annotations 2 class annotation... struct annotat... Annotation data
class data off 3489 uint File offset to the class data for thi...
class_data 0 static fields, 0 in... struct class d... \:l Class data
static_fields_size 0x0 struct uleb128 \:| The number of static fields
instance fields size  Ox0 struct uleb128 \:l The number of instance fields
direct methods size 0x0 struct uleb128 The number of direct methods
virtual methods size Ox1 struct uleb128 The number of virtual methods
v virtual methods 1 methods struct encode... Encoded sequence of virtual met...
v method public abstract voi... struct encode... Encoded method
method idx diff 0x2 struct uleb128 Method ID for this method, repre...
access flags (0x401) ACC PUBL... struct uleb128 \:| Access flags
code_off 0x0 struct uleb128 \:l File offset to the code for this me...

X E1EmDexMethodIdiIZE5(2

u4 accessFlags;

iEiRE uleb128

02 00 00 00 00

04 07 01 01 01

04 08 04 05 04

0A 02 01 D4 09

09 81 80 D8 08

01 08 01 BC 09
VELEDES

Name Value Color Comment

superclass_idx (0xD) java.lang.Ob... uint \:l Type ID for this class's superclass
interfaces off (0] uint \:l File offset to interface list

source _file_idx (0xA) "DexGenerat.. uint \:l String ID for the name of the file ...
annotations_off 3652 uint \:l File offset to the annotation struct...

annotations 2 class annotation... struct annotat... \:l Annotation data

class data off 3489 uint \:l File offset to the class data for thi...

class_data 0 static fields, 0 in... struct class d... \:l Class data
static_fields_size 0x0 struct uleb128 \:l The number of static fields
instance_fields_size  0x0 struct uleb128 \:l The number of instance fields
direct methods size 0x0 struct uleb128 \:l The number of direct methods
virtual_methods_size 0x1 struct uleb128 \:l The number of virtual methods

v virtual_ methods 1 methods struct encode.

v method public abstract voi... struct encode. Encoded method
access flags (0x401) ACC PUBL.. struct uleb128
code off 0x0 struct uleb128

Access flags

method idx diff 0x2 struct uleb128 \:l Method ID for this method, repre...

uleb128 EMER I GE0x401

u4 codeOff;

gmDexCodeZE RS uleb128

Encoded sequence of virtual met...

File offset to the code for this me...
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Variables

v

Name
superclass_idx
interfaces off
source file idx
annotations off
annotations
class_data_off
class_data

static fields size

instance fields size
direct methods size
virtual methods size

v virtual methods
v method
method idx_diff 0x2
(0x401) ACC PUBL...
0x0
0

access flags

code off
static values off

RINKBHER

ERZN AT ERSINNERER

DexCode

CEET —NAENRBERITIIRER. XEFEANSFESRSHE. SHER. LMW
LURBEWNIE (try-catch) 58,

Dalvik &

330

331 * Direct-mapped "code_item".

332
333
334
335
336
337
338
339
340
341

342
343
344
345
346
347

/*

*

TR

Value

(0xD) java.lang.Ob...

0

(0xA) "DexGenerat...

3652

2 class annotation...

3489

0 static fields, O in...

0x0
(0
0x0
0x1
1 methods

public abstract voi...

Start
358h
35Ch
360h
364h
E44h
368h
DA1h
DA1h
DA2h
DA3h
DA4h
DAS5h
DAS5h
DAS5h
DA6h
DA8h
36Ch

uint
uint
uint
uint

struct annotat...

uint

struct class d...

struct uleb128
struct uleb128
struct uleb128
struct uleb128

struct encode...
struct encode...

struct uleb128
struct uleb128
struct uleb128
uint

Comment
\:| Type ID for this class's superclass

\:| File offset to interface list
\:| String ID for the name of the file ...
\:l File offset to the annotation struct...
\:l Annotation data

\:l File offset to the class data for thi...
\:l Class data

\:l The number of static fields
\:l The number of instance fields
\:| The number of direct methods
\:| The number of virtual methods
\:l Encoded sequence of virtual met...
\:l Encoded method

\:l Method ID for this method, repre...
\:l Access flags

\:l File offset to the code for this me...
[ | File offset to static field data

Color

S5aanEERA AT

* The "catches" table is used when throwing an exception,
* "debuglInfo" is used when displaying an exception stack trace or
* debugging. An offset of zero indicates that there are no entries.

*/

struct DexCode {
u2 registersSize;
u2 insSize;
u2 outsSize;
u2 triesSize;
ud debuginfoOff;
u4 insnsSize;
u2 insns[1];
/* followed by optional u2 padding */F N FETHIEFAEITT

/* followed by try_item[triesSize] */try $R#EIR

[* file offset to debug info stream */

[* followed by uleb128 handlersSize */

[* size of the insns array, in u2 units */

T (RIE)
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348  [*followed by catch_handler_item[handlersSize] */& & b IBIEFFIR
(AJ3%)
349 };

01
00
00
OE

Value Start i Color Comment
source file idx (0xA) "DexGenerat... 380h i String ID for the name of the file ...
annotations_off 3668 384h File offset to the annotation struct...
annotations 2 class annotation... E54h struct annotat... Annotation data
class data off 3497 388h uint File offset to the class data for thi...

class_data 0 static fields, 0 in... DASh struct class_d... \:l Class data
static_fields_size 0x0 DA%h struct uleb128 \:| The number of static fields
instance fields size  0x0 DAAh struct uleb128 \:| The number of instance fields
direct methods_size 0x1 DABh struct uleb128 \:| The number of direct methods
virtual_methods_size 0x1 DACh struct uleb128 \:l The number of virtual methods
direct_methods 1 methods DADh struct encode... Encoded sequence of direct meth...
v virtual methods 1 methods DB3h struct encode.
v method public void DexGe... DB3h struct encode.
method idx diff Ox1 DB3h struct uleb128 Method ID for this method, repre...

[ 1
[ 1
[ 1
access flags (0x1) ACC PUBLIC DB4h struct uleb128 \:l Access flags
[ 1
1
[ |
| ——

.. Encoded sequence of virtual met...

Encoded method

code off Ox3E8 DB5h struct uleb128 File offset to the code for this me...
code 3 registers, 1in ar... 3E8h struct code it... Code structure for this method
static_values off 38Ch uint File offset to static field data

u2 registersSize;
BHEAERTERITN

w code

2 register:

registers_siz.

BIEFIE BNEEN SR SANFFR. EPWIREX MERDECIZTTII M,

u2 insSize;

FIERNSHN

NFRFTTE, wis SIRBEE-NBER (B o FFH)o

u2 outsSize;

DEXE AL
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AR E MG ARERNF TR T

cod

v code

ushort I:l Numbero NGOl
ushort l:l Mum f

RSB ANFER TR FENBINHENSHRRHZS VEEFR. XRE THERRE
NEEA TS AT A

u2 triesSize;

try/catchiZE RN EX

v code

ushort
uin
stru

ushort

try IRVEE, MRS EFKE try-catch R, IEHN O,

u4 debuglinfoOff;

IS B miEEdexDexCodeDebuginfo

v list[8] TYPE DEBUG INF... EF8h struct map_item
type TYPE DEBUG INF... EF8h enum TYPE C...
unused 0 EFAh ushort
size 13 EFCh
offset FOOh

debug_info... 1933

w de bug info

FEME— debuginfo_item o ZEMEETITS. ST
BRI ELE. WRAEFEE, WA 0,

u4d insnsSize;

ELEML, BIMFTREM, 38, HBEURE 2 (2FH), MARFHH

BHFFAAEE, RHREFATEER

i
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Ju U v W) (R TVIVEY W) W) J
0A 0D 00 00 7C OE 00 0O C7 OD 0O OO FF OD OO 0O
C D 04 00 00 0O

Comment

uint File o or the debug informati...

struct i information for nethod
struct ul Initial value for state machin

Number of er

struct de
uint
ushort
ushort
ushort

;E%EE"J*’J\O *E%%E"JE\?%%&% insnsSize * 2 o

u2 insns[1];
YK

0D 00 00 FF OD 00 00

Comment
debug | for bug i

~ debug_info

uint

ushort
ushort
ushort
ushort

ushort

Dalvik FT5i3iE <M. XEBEIERTHITANE, ER—T v XENHA, BFRESNE
— w2 ZIR(FD (opcode), EHEEREHEFFRIZIF, Dalvik EETHHEHEEM
M, FRUEIRENESFESE (10 w, v) MAE JVM B2 1EEIR.

4. MapiR (7T EiERX)

DexMapltem

242 [*
243 * Direct-mapped "map_item".
244 */

245 struct DexMapltem {
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246  u2type; [* type code (see kDexType* above) */
247 u2 unused;

248  u4 size; /* count of items of the indicated type */
249  u4 offset; [* file offset to the start of data */
250 };

v dex_map list

size
v list[17]

17 items E94h
17 E94h

E98h
TYPE_HEADER ITEM E98h

uint
struct map_item
struct map_item

struct map_lis... \:l Map list

TYPE STRING ID I... EA4h struct map_item [0
TYPE_TYPE_ID ITEM EBOh struct map_item [
TYPE_PROTO ID I... EBCh struct map_item [0
TYPE_FIELD ID ITEM EC8h struct map item [0
TYPE_METHOD ID... ED4h struct map_item [0
TYPE_CLASS DEF ... EEOh struct map_item [0
TYPE CODE ITEM  EECh struct map_item [0
TYPE DEBUG INF... EF8h struct map_item [0
TYPE TYPE LIST  FO4h struct map_item [0
TYPE STRING DAT... F10h struct map_item [0
TYPE ANNOTATIO... F1Ch struct map_item [0
TYPE_CLASS DATA...F28h struct map_item [0
TYPE_ENCODED A... F34h struct map_item [0
TYPE_ ANNOTATIO... F40h struct map_item [0
TYPE ANNOTATIO... FACh struct map_item [0
TYPE_MAP_LIST F58h struct map_item \:l
u2 type;
kDexTypeFFkAy3EEy

AT LBIMBEERA RN

166 /* map item type codes */
167 enum {
168  kDexTypeHeaderltem = 0x0000,
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169  kDexTypeStringlditem = 0x0001,

170  kDexTypeTypeldltem = 0x0002,

171 kDexTypeProtolditem = 0x0003,

172 kDexTypeFieldldltem = 0x0004,

173  kDexTypeMethodldItem = 0x0005,
174  kDexTypeClassDefltem = 0x0006,
175  kDexTypeMapList = 0x1000,

176  kDexTypeTypelList = 0x1001,

177  kDexTypeAnnotationSetRefList = 0x1002,
178  kDexTypeAnnotationSetltem = 0x1003,
179  kDexTypeClassDataltem = 0x2000,
180  kDexTypeCodeltem = 0x2001,

181  kDexTypeStringDataltem = 0x2002,
182  kDexTypeDebuglinfoltem = 0x2003,
183  kDexTypeAnnotationltem = 0x2004,
184  kDexTypeEncodedArrayltem = 0x2005,
185  kDexTypeAnnotationsDirectoryltem = 0x2006,
186 }:

u2 unused;

KMEA, BTFFTHTT

34 OE 00 00 Ft 00 01 00 00 00
00 00 00 00 01 00 70 00 00 00
02 00 00 00 13 00 03 00 00 00
0C 00 00 00 EO 00 07 00 00 00
70 02 00 00 05 00 A8 02 00 00
06 00 00 00 04 00 01 20 00 00
0D 00 00 00 DO 00 0D 00 00 00

8D 07 00 00 01 00 FC 07 00

02 20 00 00 49 00 00|04 20|00 00| TR
08 00 00 00|56 0D 00 00|00 00 04 00 00 00

A1 0D 00 00 05 20 00 00 01 00 FF OD 00 00

03 10 00 00 07 00 00 00 04 00 06 20 00 00

04 00 00 00 44 OE 00 00 00 00 01 00 00 00

94 OE 00 00

u4 size;

DexMapltemMisizeFERAEEFE RN, ENLUSERETEdex X HHEREFR

DEXEARLEN
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34 OE 00 00 11 00 00 OO OO OO0 0O 00 01 00 00 00 4

00 00 00 00 01 00 OO0 00 49 00 00 00 70 00 00 OO

u4 offset;

1R KR BRI X AR KRoffset B IZE B 2 iA w5 it

34 OE 00 OO 11 00 00 00 00 OO 00 OO O1 00 00 OO 4

00 00 00 00 O1 OO OO OO0 49 00 00 OO0 70 00 00 OO0 ........ I...p...

DexMapList(3t:El)

WEFIR, B Dexteadermap oft 3EAe EEE— pexmapiem BIFIFR, FHF|H T XHH
F—1TERIGEMX), BFRREIEFER,.

252 [*

253 * Direct-mapped "map_list".

254 */

255 struct DexMaplList {

256  u4 size; [* #of entries in list */
257  DexMapltem list[1]; /* entries */

258 }:

DexHeader EEEET7TENEEE (W0 string_ids , type_ids) MRBEM AN AtAE

FZE— map.list ?
1. STEMISIE: RBEHT —MIREHMIGIEREN X ENTEEN G %, RARTAEA
BUEEY map st , RAERESMNREEEXMHLRA, UKBRSERZEREEEES.

2. EREIRRF: 2R DexHeader HENXBIERBAENINRE, B mapist HERBISHEL
AUUEAIRFEHI (RENEIRFEZRAI) o mapist BREAREMTIEPEEERTR
e

3. A Bi: 23 DEX X{4HHE DexHeader ARE X HHERIMES, |HRVARIT2ERTLL
BOE EARINRAVERSERY, MIrAVEEMT 2 B OB map st RE DX LEHTER,

4. HEELY: FNTE (40 010 Editor, dexdump) BT —FRIEFRENSC 4 2K 7R B
WA E, MITREITEN .

ud size;

KR—EEFZ DA Dexmapien L5145
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iHEEﬁﬂ‘]?%"F;E%E‘IVP DexMapltem éﬁ*"gﬁs; _/l\ DexMapltem éﬁ*"]ﬁs IJ_'_I12
RIFETREEH2041MFT

DexMapltem list[1];

DexMapltem éﬁ*’@

ﬁﬂ\]ﬁ)\ DexMapltem i&ﬁ’ﬁ%

fErRAE
1E§i§ﬁﬂ\]g§ﬁ MainActivity 3’59"] onCreate Eifo

1. i;‘f'gm Header: ﬁﬂy class_defs_off —*ﬂ class_defs_size o

o — =

I"FT1,

MR
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. ﬁ,j_J Class Defs Table: iz/l\ttt&/é/l\ class_def_item E"J class_idx Fﬁ*EﬁE’J??ﬁ'%%g

?9 "Lcom/example/app/MainActivity;" o

. ?ﬁﬁﬂﬁﬁ:;’é ?jZEURTJF_\‘ZE’\J class_def_item , i?éHYE class_data_off o

. ﬁg*ﬁ' Class Data.: EJEE'J class_data_off ﬁl%, ﬁg*ﬁ' LEB128 ?&?E, ﬁ?”ﬁiﬁﬁ”%o iz/l\

LI N EB method_idx 5 X method_idx BMA method_ids o

. 1 Method Table HffilA: &1L method idx TE method_ids HIRBIFN ISR, 0E

,E\: name_idx Eﬁﬂ@??’q%%é\ "onCreate" ;E\: proto_idx Eﬁ%ﬁ@%ﬁﬁ !

(Landroid/os/Bundle;)V" o

RIFD: TE Clsspae NAERTIRPIENZFZEND, HREETHEB codk

Item E"J'fﬁ%gﬁ code_off o

. ﬁ&’:*ﬁ' Code Item: E)KEIJ code_off , i;'iHX registers_size , ins_size , insns %?Eﬁo insns ;'i‘:jl-,

7B onCreate E‘EE’\J Dalvik ?%Eg?ggiﬁo
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